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Abstract: Cybersecurity serves as a vital foundation for building a Digital China, driving explosive

growth in demand for highly skilled information security professionals. However, traditional information
security curricula suffer from disconnects between theory and practice, outdated teaching resources, and
. . . . -1 “ - ” K- . ”

inadequate personalized instruction—failing to meet the need for “practical” and “innovative talent.
The rapid advancement of artificial intelligence (Al) technology offers a novel approach to addressing
these challenges. Its strengths in intelligent resource generation, personalized learning, and virtual
simulation experiments can be integrated with the practical and real—time demands of teaching. Based on

the current state of information security education, this paper proposes Al—driven solutions to these

challenges, providing insights for advancing information security teaching reform.
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